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Why are we interested in building new Oses?

• Security
• Performance



Security



Operating 
systems 
haven’t 
changed 
for 
decades
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Ken Thompson (sitting) 
and Dennis Ritchie 
working together at a 
PDP-11 (1972)

UNIX and in general nearly all 
of modern systems stack
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• Endless range of mission 
critical systems

• Same OS kernel (50 years old!)



•27,000,000 LoC
• 40 subsystems
• 8,900 device drivers
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In a modern system, an 
attacker is one kernel 
vulnerability away from 
gaining complete control of 
the entire machine

•Not going to change



Performance



Modern hardware: Multi-socket machines



Dell R830 4-socket server

Dell Poweredge R830 System Server with 2 sockets 

on the main floor and 2 sockets on the expansion 

http://www.dell.com/support/manuals/us/en/19/poweredge-r830/r830_om/supported-configurations-for-the-poweredge-r830-

system?guid=guid-01303b2b-f884-4435-b4e2-57bec2ce225a&lang=en-us 





But what will it look like in 5-10 
years?
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• Massively heterogeneous
• Not just many-cores 
• GPUs, AI accelerators, near-storage and near-network cores

• But also
• Fine-grained hardware ASICs accelerators
• Programmable hardware (FPGA)
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• Execution will no longer stay on the CPU 15

Redshift: Operating system for 
heterogeneous hardware 



But still: what is there for you?

• Low-level systems still pay
• And will likely continue to pay even in the age of AI

• Performance
• Cycle-level optimizations to extract last bits of performance from your 

datacenter-scale workloads
• AI needs fast systems too

• Security
• People tend to care less about security

• Doesn’t translate to $$$ directly
• But understanding of low-level details of the execution runtime (i.e., OS and 

everything up) still pays



At a high-level we teach a 3-class sequence

• 5460 Operating systems
• CS 5965 - Advanced OS Implementation

• This class: learn low-level details by building
• Will be able to understand low-level details of other Oses
• Will be able to hack and build new ones

• CS 6465 - Advanced OS (Research Topics)
• Research directions in the systems community
• Modern hypervisors, microkernels, jails, virtualization, cloud, etc.
• Will be able to lead development



Why Rust? 



Rust
• Safe language build around idea of linear 

types

• Normally, safety requires a garbage 
collector

• Multiple pointers can point 
into an object

• Even if one pointer is 
deallocated we don’t know 
if there are other aliases

• In Rust there are no aliases! 

• No need to walk the heap

vec

A B

vec

A B

Garbage 
Collector

Java, C#

Rust

?



Rust is the first safe alternative to C for low-
level systems code
• Safe code remains fast 

• No garbage collection







In practice it’s a bit trickier

• From RedLeaf [OSDI’2020]



Rust is the first safe alternative to C for low-
level systems code
• Safe code remains fast 

• No garbage collection

• Safety
• 70% reduction in low-level vulnerabilities
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Rust is the first safe alternative to C for low-
level systems code
• Safe code remains fast 

• No garbage collection

• Safety
• 70% reduction in low-level vulnerabilities

• Lightweight fine-grained software isolation
• Like in RedLeaf



RedLeaf



Rust is the first safe alternative to C for low-
level systems code
• Safe code remains fast 

• No garbage collection

• Safety
• 70% reduction in low-level vulnerabilities

• Lightweight fine-grained software isolation
• Like in RedLeaf

• Gateway to practical formal verification



Rust + Verus



•Functional correctness
• System call specifications on the abstract state
• Cross-cutting global invariants about all data 

structures in the kernel

•Safety and leak freedom
•Non-interference

Proofs



Development effort

Stage 1: A toy prototype 
to learn Verus

Stage 2: Clean slate 
rebuild with “flat” 
design

Stage 3: Clean-slate 
rebuild to support non-
interference



Verification time in seconds on a server (CloudLab c220g5) and a 
more powerful laptop (13900hx)

On a powerful laptop the longest 
function finishes verification is 7 
sec



Proof effort



Ok, what is our plan



We plan to build a small microkernel
• Conceptually, similar to 

classical microkernels
• Processes, threads, 

endpoints for synchronous 
communication

• Capability interface

• User-level device drivers



Thank you!
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Are you rewriting 
our kernel in Rust? 

Nah… let’s just verify it
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