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Figure 1: Linux networking architecture and workflow.
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Linux network packet
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Figure 3: Arrakis architecture. The storage controller maps

VSAs to physical storage.

e oo o s e s s s s s e

2000 cycles to send a
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Network stack costs:
Eacket processing at the

ardware, |IP, and UDP
layers

Scheduler overhead:
waking up a process (if
necessary), selecting it
to run, and context
switching to it

Kernel crossings: from
kernel to user space and
back

Copying of packet data:
from the kernel to a user
buffer on receive, and
back on send
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Arrakis

Network stack

Scheduler

Copy

Kernel crossing

Total

n
out

in
out

return
syscall

Linux Arrakis

Receiver running CPU idle Arrakis/P Arrakis/N
1.26 (37.6%) 1.24 (20.0%) 0.32 (22.3%) 0.21 (55.3%)
1.05 (31.3%) 142 (22.9%) 0.27 (18.7%) 0.17 (44.7%)
0.17 (5.0%) 2.40 (38.8%) - -

0.24 (7.1%) 0.25 (4.0%) 0.27 (18.7%) -

0.44 (13.2%) 0.55 (8.9%) 0.58 (40.3%) -

0.10 (2.9%) 0.20 (3.3%) - -

0.10 (2.9%) 0.13 (2.1%) - -

336 (0=0.66) 6.19 (0=0.82) 144 (0<0.01) 038 (0<0.01)

Table 1: Sources of packet processing overhead in Linux and Arrakis. All times are averages over 1,000 samples, given in us (and
standard deviation for totals). Arrakis/P uses the POSIX interface, Arrakis/N uses the native Arrakis interface.
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Linux Containers



OS-level virtualization

Linux Container - aka LXC
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g\izor: better container isolation



gVizor Architecture
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Figure 1: gVisor Architecture.
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* Sentry

Kernel implementedin Go
211 system calls
Small: 15MB footprint

e Canrunin either

VT-x non-root ring 0, then a
syscall from application is fast

Or as a user process on Linux
(and use ptrace to route
system calls)

Seccomp to limit system calls
from Sentry to the kernel

e Gofer

Implements file access
Runs as host ring3
Requires a VM exit

GRO (Guest Ring 0) to HR3
(Host Ring 3)
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gVizor performance
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Figure 3: System Call Overhead. The bars show the
average latency for gettimeofday across 100M executions.
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gVizor performance
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Figure 5: Network Throughput. Throughput is mea-
sured by downloading files of varying sizes (x-axis) with wget.
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gVizor performance
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Figure 6: Open and Close Latency. Results are an aver-
age over 100K consecutive accesses to the same file on native,
runc, internal tmpfs (gV+Int), and external tmpfs (gV+Ext).
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Lightweight VMs



Mirage OS: Ocaml Language Runtime
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Figure 1: A conventional software stack (left) and the

Hardware

statically-linked Mirage approach (right).

* Mirage is a small kernel that
uses language-based
isolation of OCaml
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Drawbridge: Library OS for Windows
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Figure 1. Windows 7 OS Architecture.
Figure 2. Drawbridge Architecture.
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Drawbridge

application DLLs

* Backward compatibility
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A Windows Library OS in context
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Figure 1: Rump kernels provide file system, network, and other driver support and run on bare metal sys-
tems or hypervisors by making use of a hypercall interface. In the depicted case, rump kernels provide the
support necessary for running applications without requiring a full OS.
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Thank you!
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