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⚫ Each process has a private address space

⚫ But only a small portion of this address space 
(3GBs on 32bit machines, and 128TB or 64PT 
on 64bit machines) is used by an application

Virtual process memory



Linux Process Memory Layout



https://www.kernel.org/doc/Documentation/x86/x86_64/mm.txt

https://www.kernel.org/doc/Documentation/x86/x86_64/mm.txt


⚫ Memory of different kinds

⚫ Code, data, heap, stack

⚫ Shared libraries

⚫ Memory mapped files

⚫ Shared memory regions

⚫ Copy-on-write regions after the fork

⚫ Paged out infrequently used pages

⚫ The kernel needs data structures to manage 
these holes

Process memory



Detour: Layout of a small 32bit 
address space



Discussion: 32 bits

⚫ Text start is defined by 
ELF

⚫ Starts at 0x08048000

⚫ 128MB



Discussion: 32 bits

⚫ TASK_UNMAPPED_SIZE is 1GB

⚫ There is a problem

⚫ Heap is limited to 1GB on 32bit 
address space



⚫ Fix the stack size 

⚫ Doesn't need to be big

Alternative address space layout (32
bits)



⚫ Kernel doesn't trust the user

⚫ Needs data structures to manage different memory

⚫ Each address space access is verified

Process memory



Data structures



⚫ Find available virtual addresses

⚫ To map something new, e.g., a new shared library, 

a file, etc.

⚫ Page in a page on a page fault

⚫ Figure out the state of the page and allocate it or 

read it back

⚫ Page out a page

⚫ Identify idle pages and move them to swap

⚫ Support copy-on-write (COW) for fork()

Operations



Data structures

task_struct –
represents a 
process or a thread
Threads share the 
same address 
space, i.e., same 
mm_struct



Data structures

mm_struct – an 
address space
Has a pointer to the 
page table (pgd)



struct mm_struct {
struct vm_area_struct * mmap; // list of all vm_areas
rb_root_t mm_rb;              // red-black tree
struct vm_area_struct * mmap_cache; // last looked up vm area (cached)
pgd_t * pgd;                  // root of the page table
unsigned long start_code, end_code, start_data, end_data;
unsigned long start_brk, brk, start_stack;
unsigned long arg_start, arg_end, env_start, env_end;
unsigned long rss, total_vm, locked_vm;
unsigned long def_flags;
unsigned long cpu_vm_mask;
unsigned long swap_address;
...

};

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf


44 struct vm_area_struct {
45     struct mm_struct * vm_mm;   // mm_struct we belong to
46     unsigned long vm_start;     // start virtual address
47     unsigned long vm_end;       // end virtual address
49
50     /* linked list of VM areas per task, sorted by address */
51     struct vm_area_struct *vm_next;
52
53     pgprot_t vm_page_prot;
54     unsigned long vm_flags;
55
56     rb_node_t vm_rb;            // node of the RB tree
57
63     struct vm_area_struct *vm_next_share;
64     struct vm_area_struct **vm_pprev_share;
65
66     /* Function pointers to deal with this struct. */
67     struct vm_operations_struct * vm_ops;
68
69     /* Information about our backing store: */
70     unsigned long vm_pgoff;
72     struct file * vm_file;
73     unsigned long vm_raend;
74     void * vm_private_data;
75 };

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf

https://elixir.bootlin.com/linux/v6.10.7/source/include/linux/mm_types.h#L648

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf
https://elixir.bootlin.com/linux/v6.10.7/source/include/linux/mm_types.h


Data structures



133 struct vm_operations_struct {
134 void (*open)(struct vm_area_struct * area);
135 void (*close)(struct vm_area_struct * area);
136 struct page * (*nopage)(struct vm_area_struct * area,

unsigned long address, int unused);
137 };

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf

• nopage() – handles a page fault
• For example, filemap nopage() will locate the 

page in the page cache or read it in from disk

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf


44 struct vm_area_struct {
45     struct mm_struct * vm_mm;   // mm_struct we belong to
46     unsigned long vm_start;     // start virtual address
47     unsigned long vm_end;       // end virtual address
49
50     /* linked list of VM areas per task, sorted by address */
51     struct vm_area_struct *vm_next;
52
53     pgprot_t vm_page_prot;
54     unsigned long vm_flags;
55
56     rb_node_t vm_rb;            // node of the RB tree
57
63     struct vm_area_struct *vm_next_share;
64     struct vm_area_struct **vm_pprev_share;
65
66     /* Function pointers to deal with this struct. */
67     struct vm_operations_struct * vm_ops;
68
69     /* Information about our backing store: */
70     unsigned long vm_pgoff;
72     struct file * vm_file;      // will lead to an “address space”
73     unsigned long vm_raend;
74     void * vm_private_data;
75 };

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf

https://elixir.bootlin.com/linux/v6.10.7/source/include/linux/mm_types.h#L648

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf
https://elixir.bootlin.com/linux/v6.10.7/source/include/linux/mm_types.h


⚫ Find available virtual addresses

⚫ To map something new, e.g., a new shared library, 

a file, etc.

⚫ get_unmapped_area() – can be architecture 
specific, but at a high level uses vma->vm_next 
to iterate through the address space 

⚫ https://elixir.bootlin.com/linux/v6.10.7/source/mm/mmap.c#L1586

Operations

https://elixir.bootlin.com/linux/v6.10.7/source/mm/mmap.c


⚫ Page in a page on a page fault

⚫ Figure out the state of the page and allocate it or 

read it back

Operations



⚫ Allocation and filling pages with data on 
demand

Demand paging



⚫ A process tries to access a part of the address 
space which cannot be resolved through page 
tables

⚫ Processor triggers a page fault

⚫ The kernel runs through the process address 
space data structures

⚫ Find appropriate backing store

⚫ Kernel allocates and fills the physical page with 
data from the backing store

⚫ The page is mapped into the address space of a 
process by updating the page tables

Demand paging



Page 
fault 
possible 
reasons



⚫ All areas are kept as
⚫ Linked list

⚫ Red-black tree

Memory map and vm areas



⚫ For the current process

⚫ Represented with the task_struct

⚫ Walk the mm->mmap_rb to locate a vm_area_struct 
for the faulting virtual address

Pagefault



Page fault: high-level



⚫ Each 
vm_area_struct 
has a pointer to 
a vm_file 
backing this 
area

Pagefault (2)



⚫ Each 
address_space has 
a set of function 
calls to read data 
from a backing 
device

Pagefault (3)



⚫ Page out a page

⚫ Identify idle pages and move them to swap

Operations



⚫ The RB tree is sufficient to look up a page on a 
page fault

⚫ More information is needed however for

⚫ Finding which file backs up each memory area

⚫ Finding all virtual address spaces in which each 
page is mapped

− This is used for swapping out

− Taking a page (not frequently used) and unmapping it 
from all address spaces

More information



⚫ Pages represent either

⚫ Anonymous pages  

− Not backed up by files, e.g., allocated by mmap() for use 

by malloc(), i.e., heap

⚫ Region in a file or a block device 

− Each process has a private file pointer (struct file)

− Files point to inodes (struct inode)

Additional data structures



⚫ Connection between a page and all address 
spaces it is mapped into

⚫ Used for swapping

⚫ Each page maintains a counter for the number of 

times it’s mapped

Reverse mapping



⚫ Anonymous and file-backed pages are handled 
differently

Reverse mapping



Data structures





Reverse mapping for anonymous 
pages
Frequently shared between parent 
and child processes
COW on fork()

And even MAP_SHARED + MAP_ANONYMOUS

Kernel creates an anon_vma data 
structure
Maintains all vm_area_struct on a 
linked list
Finding a page table entry requires 
scanning the list
The number of anonymous shares is not very large



Data structures after the fork()

Parent and 
child have 
the same 
page 
mapped



Reverse mapping for mapped pages

Some libraries, e.g., libc are 
mapped in every process in the 
system
Scanning a linked list is prohibitive

Priority search tree for every file
Stored in the i_mmap field of the address_space



Data structures



Additional data structures



Priority tree



Queries about the intervals

Priority search tree (PST)
A data structure that 
represents a set of 
overlapping intervals
Fast queries about 
overlapping intervals



Example

• Which interval contains “5”
• Start at root (0,5,5)

• Found one!
• Descent into (0,4,4)

• Too small, terminate
• Descent into (2,3,5)

• Found another one!
• Check (1,2,3) and (2,0,2) but both are negative



Thank you!
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