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Virtual process memory

« Each process has a private address space

» But only a small portion of this address space
(3GBs on 32bit machines, and 128TB or 64PT
on 64bit machines) Is used by an application



Linux Process Memory Layout

Kernel virtual memory Memory
(code, data, heap, stack) invisible to
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User stack
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T «— %esp (stack pointer)
T
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0x400000—» ’
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https://www.kernel.org/doc/Documentation/x86/x86 64/mm.txt

Start addr | Offset | End addr | Size | VM area description
I I I I
0000000000000000 | 0 | e@ffffffffffffff | 64 PB | user-space virtual memory, different per mm
| | | |
0000800000000000 | +64 PB | ffff7fffffffffff | ~16K PB | . huge, still almost 64 bits wide hole of non-canonical
| | | | virtual memory addresses up to the -64 PB
| | | | starting offset of kernel mappings.
I I I I
| Kernel-space virtual memory, shared between all processes:
I I I I
ff00000000000000 | -64 PB | ffofffffffffffff | 4 PB | . guard hole, also reserved for hypervisor
ffl0000000000000 | -60 PB | ffl@ffffffffffff | ©.25 PB | LDT remap for PTI
ff11000000000000 | -59.75 PB | ff9Qffffffffffff | 32 PB | direct mapping of all physical memory (page_offset_base)
ff91000000000000 | -27.75 PB | ffOfffffffffffff | 3.75 PB | . unused hole
ffa0000000000000 | -24 PB | ffdlffffffffffff | 12.5 PB | vmalloc/ioremap space (vmalloc_base)
ffd2000000000000 | -11.5 PB | ffd3ffffffffffff | ©.5 PB | . unused hole
ffd4000000000000 | -11 PB | ffdS5ffffffffffff | ©.5 PB | virtual memory map (vmemmap_base)
ffd6c000000000000 | -10.5 PB | ffdeffffffffffff | 2.25 PB | . unused hole
ffdf000000000000 | -8.25 PB | fffffdffffffffff | ~8 PB | KASAN shadow memory
I I I I
| Identical layout to the 47-bit one from here on:
I I I I
fffffco000000000 | -4 TB | fffffdffffffffff | 2 TB | . unused hole
| | | | vaddr_end for KASLR
fffffed000000000 | -2 TB | fffffe7fffffffff | ©.5 TB | cpu_entry_area mapping
fffffe8000000000 | -1.5 TB | fffffeffffffffff | ©.5 TB | . unused hole
ffffff0000000000 | -1 TB | ffffff7fffffffff | @.5 TB | %esp fixup stacks
ffffff8000000000 | -512 GB | ffffffeeffffffff | 444 GB | . unused hole
ffffffef00000000 | -68 GB | fffffffeffffffff | 64 GB | EFI region mapping space
ffffffffo0000000 | -4 GB | ffffffff7fffffff | 2 GB | . unused hole
ffffffff80000000 | -2 GB | ffffffffofffffff | 512 MB | kernel text mapping, mapped to physical address @
ffffffff80000000 |-2048 MB | | |
ffffffffa0ooo00 |-1536 MB | fffffffffeffffff | 1520 MB | module mapping space
ffffffffffoooo000 | -16 MB | | |
FIXADDR_START | ~-11 MB | ffffffffff5fffff | ~0.5 MB | kernel-internal fixmap range, variable size and offset
ffffffffff600000 | -10 MB | ffffffffffeROfff | 4 kB | legacy vsyscall ABI
ffffffffffe00000 | -2 MB | fFfFffffffffffffff | 2 MB | . unused hole
I I I I



https://www.kernel.org/doc/Documentation/x86/x86_64/mm.txt

Process memory

« Memory of different kinds

. Code, data, heap, stack

« Shared libraries

« Memory mapped files

« Shared memory regions

« Copy-on-write regions after the fork
« Paged out infrequently used pages

« The kernel needs data structures to manage
these holes



Detour: Layout of a small 32bit
address space



Discussion: 32 bits
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Discussion: 32 bits
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Alternative address space layout (32
bits)
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Process memory

 Kernel the user

. Needs data structures to manage different memory
. Each address space IS verified



Data structures
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Operations

Find available virtual addresses

« To map something new, e.g., a new shared library,
a file, etc.

Page Iin a page on a page fault

« Figure out the state of the page and allocate it or
read it back

Page out a page

. ldentify idle pages and move them to swap

Support copy-on-write (COW) for fork()



Data structures

task_struct mm_struct

mm pgd

mmap

vm_area_struct

task struct —
represents a
process or a thread
Threads share the
same address
space, I.e., same
mm_struct
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Data structures

task_struct mm_struct

vm_area_struct

mm pgd

mmap

mm_struct — an
address space

Has a pointer to the
page table (pgd)
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struct mm_struct {
struct vm_area_struct * mmap; // list of all vm_areas

rb_root_t mm_rb; // red-black tree
struct vm_area_struct * mmap_cache; // last looked up vm area (cached)
pgd_t * pgd; // root of the page table

unsigned long start_code, end_code, start_data, end_data;
unsigned long start_brk, brk, start_stack;

unsigned long arg_start, arg_end, env_start, env_end,;
unsigned long rss, total_vm, locked_vm;

unsigned long def flags;

unsigned long cpu_vm_mask;

unsigned long swap_address;

|5

https://pdos.csail.mit.edu/~sbw/links/gorman_book. pdf



https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf

44 struct vm_area_struct {

45  struct mm_struct * vm_mm; // mm_struct we belong to
46 unsigned long vm_start; // start virtual address
47 unsigned longvm_end; // end virtual address
49

50 /* linked list of VM areas per task, sorted by address */
51 structvm_area_struct *vm_next;

52

53 pgprot_tvm_page_ prot;

54 unsigned long vm_flags;

55

56 rb_node_tvm_rb; // node of the RB tree
57

63 struct vm_area_struct *vm_next_share;

64 struct vm_area_struct **vm_pprev_share;

65

66 /* Function pointers to deal with this struct. */
67 struct vm_operations_struct * vm_ops;

68

69 /* Information about our backing store: */

70 unsigned long vm_pgoff;

72  struct file * vm_file;

73 unsigned long vm_raend;

74 void * vm_private_data;

75 };

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf

https://elixir.bootlin.com/linux/v6.10.7/source/include/linux/mm_types.h#L. 648


https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf
https://elixir.bootlin.com/linux/v6.10.7/source/include/linux/mm_types.h

Data structures

struct mm_ struct p—

struct mm_struct p—#» struct mm_struct | — =>

struct vim_area_struct

mmap,

vimn_next

vm_mm

I

vm_file

L1 struct file

vm_file

+ f_dentry

struct dentry

d_inode

i_dentry

struct inode

i_mapping

1_mma

struct address_space

a_ops

=

P struct vim_area_struct j
————

struct vm_operations_struct

struct address_space_operations

mapping |

| mapping

struct page

struct page




133 struct vm_operations_struct {

134 void (*open)(struct vm_area_struct * area);

135 void (*close)(struct vm_area_struct * area);

136 struct page * (*nopage)(struct vm_area_struct * area,
unsigned long address, int unused);

137 };

* nopage() — handles a page fault
* For example, filemap nopage() will locate the
page in the page cache or read it in from disk

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf



https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf

44 struct vm_area_struct {

45  struct mm_struct * vm_mm; // mm_struct we belong to
46 unsigned long vm_start; // start virtual address

47 unsigned longvm_end; // end virtual address

49

50 /* linked list of VM areas per task, sorted by address */
51 structvm_area_struct *vm_next;

52

53 pgprot_tvm_page prot;

54 unsigned long vm_flags;

55

56 rb_node_tvm_rb; // node of the RB tree

57

63 struct vm_area_struct *vm_next_share;

64 struct vm_area_struct **vm_pprev_share;

65

66 /* Function pointers to deal with this struct. */

67 struct vm_operations_struct * vm_ops;

68

69 /* Information about our backing store: */

70 unsigned long vm_pgoff;

72 structfile * vm_file; // will lead to an “address space”
73 unsigned long vm_raend;

74 void * vm_private_data;

75 };

https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf

https://elixir.bootlin.com/linux/v6.10.7/source/include/linux/mm_types.h#L. 648


https://pdos.csail.mit.edu/~sbw/links/gorman_book.pdf
https://elixir.bootlin.com/linux/v6.10.7/source/include/linux/mm_types.h

Operations

o FInd avalilable virtual addresses

« To map something new, e.g., a new shared library,
a file, etc.

o get_ unmapped_area() — can be architecture
specific, but at a high level uses vma->vm_next
to iterate through the address space

o https://elixir.bootlin.com/linux/v6.10.7/source/mm/mmap.c#L1586



https://elixir.bootlin.com/linux/v6.10.7/source/mm/mmap.c

Operations

« Page in a page on a page fault

« Figure out the state of the page and allocate it or
read It back



Demand paging
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Virtual Not mapped, not in use

address space

. Allocation and filling pages with data on
demand



Demand paging

A process tries to access a part of the address

space which cannot be resolved through page
tables

Processor triggers a page fault

The kernel runs through the process address
space data structures

« Find appropriate backing store

Kernel allocates and fills the physical page with
data from the backing store

The page is mapped into the address space of a
process by updating the page tables



Exception Type | Action

Region valid, but page not allo- | Minor | Allocate a page frame from the

cated physical page allocator.

Region not valid but is beside an | Minor | Expand the region and allocate a

expandable region like the stack page.

Page swapped out, but present in | Minor | Re-establish the page in the pro-

swap cache cess page tables and drop a refer-
ence to the swap cache.

Page swapped out to backing stor- | Major | Find where the page with informa-

age tion is stored in the PTE and read
it from disk.

Page write when marked read-only | Minor | If the page is a COW page, make
a copy of it, mark it writable and
assign it to the process. If it is in
fact a bad write, send a SIGSEGV
signal.

Region is invalid or process has no | Error | Send a SEGSEGV signal to the pro-

permissions to access cess.

Fault occurred in the kernel por- | Minor | If the fault occurred in the

tion address space

vmalloc area of the address space,
the current process page tables are
updated against the master page
table held by init_mm. This is the
only valid kernel page fault that
may occur.

Fault occurred in the userspace re-
gion while in kernel mode

Error

If a fault occurs, it means a ker-
nel system did not copy from
userspace properly and caused a
page fault. This is a kernel bug
that is treated quite severely.

Page
fault
possible
reasons



Memory map and vm areas

. All areas are kept as
o Linked list

« Red-black tree

struct
task struct
struct
mm struct
mm : MHWMEvm;area_structs
associated with a process
TETS - T ‘“ﬁxhh []struct VvIn_area struct
AVial S
mmap_rb — Red_Black >,
| \ﬂ/g Etﬁ |
A /
\\ P




Pagefault

« For the current process

. Represented with the task_struct

o Walk the mm->mmap_ rb to locate a vm area struct
for the faulting virtual address

struct
task struct

struct
mm_struct
mm > Manage vm_area_structs
associated with a process
- "““EHH [jstruct VIIlL_area_struct

mmap ~ -~ ~
ra

b s
map._r 7 Red_Black ™,
| #D/g EE |
/
A /




Page fault: high-level

Kernel

Kernel or User-
space address?

Segmentation Fault |

Kernel mode? IN70

Yes

Synchronize with
reference page table

Figure 4-17: Potential options for handling page faults.

User

Mapping exists?

Sufficient privileges? | | Segmentation Fault |

Yes

No

Handle request I

Segmentation Fault |

Demand Paging/Allocation,
Swapping or COW



Pagefault (2)

« Each
vm_area_struct

has a pointer to

struct mm_struct =i

struct mm_struct

— struct mm_struct | — =

a vm_file >

backing this

mmap

vim_next

yvim_mm

P  struct vim_area_struct

struct vim_area_struct

area

* f_dentry

struct dentry

struct inode

A | vm_file - vim_file I
struct file

d_inode
i_dentry

limapping

i_mmap

struct address_spac

€

\

struct VmﬁOpCl'El[iOI‘lSiS[I'LICt

struct address_space_operations

mapping |

] mapping

struct page

struct page




Pagefault (3)

« Each
address space has

a set of function
calls to read data
from a backing
device

- - >

struct mm_struct  f—

struct mm_struct j——#» struct mm_struct p = =

mmap

vm_mm

vim_next

struct vm_area_struct

id

- struct vm_area_struct
A | vm_file ] vim_file I l
struct file

struct vm_operations_struct

* f_dentry

struct dentry

d_inode
entry

struct inode

li_mappin g

i_mmap

struct address_space 4_Ops

l

struct address_space_operations

mapping [

] mapping

struct page

struct page




Operations

. Page out a page

. ldentify idle pages and move them to swap



More information

« The RB tree Is sufficient to look up a page on a
page fault

« More information Is needed however for

~inding which file backs up each memory area
~inding all virtual address spaces in which each

page Is mapped
- This Is used for swapping out

- Taking a page (not frequently used) and unmapping it
from all address spaces



Additional data structures

« Pages represent either

« Anonymous pages

- Not backed up by files, e.qg., allocated by mmap() for use
by malloc(), I.e., heap

« Region in a file or a block device

- Each process has a private file pointer (struct file)
- Files point to inodes (struct inode)



Reverse mapping

« Connection between a page and all address
spaces it Is mapped into

. Used for swapping

« Each page maintains a counter for the number of
times it's mapped

mm.h
struct page {

atomic_t _mapcount; /* Count of ptes mapped in mms,
* to show when page is mapped
* & limit reverse map searches.
*/



Reverse mapping

« Anonymous and file-backed pages are handled
differently



Data structures

struct mm_ struct p—

struct mm_struct p—#» struct mm_struct | — =>

struct vim_area_struct

mmap,

vimn_next

vm_mm

I

vm_file

L1 struct file

vm_file

+ f_dentry

struct dentry

d_inode

i_dentry

struct inode

i_mapping

1_mma

struct address_space

a_ops

=

P struct vim_area_struct j
————

struct vm_operations_struct

struct address_space_operations

mapping |

| mapping

struct page

struct page




union
struct {
unsigned long private; /

struct address_space *mapping; /

0% ok ok ok 2k ok kX ok 3k 2k F

}i

Mapping-private opaque data:

usually used for buffer heads
if PagePrivate set; used for

swp_entry t if PageSwapCache;
indicates order in the buddy

system if PG_buddy is set.

If low bit clear, points to
inode address_space, or NULL.
If page mapped as anonymous
memory, low bit is set, and
it points to anon_vma object:
see PAGE_MAPPING_ANON below.

struct kmem_cache *slab; /* SLUB: Pointer to slab */
struct page *first_page; /* Compound tail pages */

};

mapping specifies the address space in which a page frame is located. index is the offset within
the mapping. Address spaces are a very general concept used, for example, when reading a file
into memory. An address space is used to associate the file contents (data) with the areas in
memory into which the contents are read. By means of a small trick,” mapping is able to hold not
only a pointer, but also information on whether a page belongs to an anonymous memory area
that is not associated with an address space. If the bit with numeric value 1 is set in mapping, the
pointer does not point to an instance of address_space but to another data structure (anon_vma)
that is important in the implementation of reverse mapping for anonymous pages; this struc-
ture is discussed in Section 4.11.2. Double use of the pointer is possible because address_space
instances are always aligned with sizeof (1ong); the least significant bit of a pointer to this
instance is therefore 0 on all machines supported by Linux.



Reverse mapping for anonymous

ages
requently shared between parent

and child processes

COW on fork()
And even MAP_SHARED + MAP_ANONYMOUS

Kernel creates an anon vma data

structure

Maintains all v area struct on a
linked list

FInding a page table entry requires
scanning the list

The number of anonymous shares is not very large



Data structures after the fork()

Parent and
child have
the same

page
mapped

dnon_vmea

anon_vma |

alhon_vma

L Vil _area_struct )&
anon_vma_node
vm_start vm_mm

mm_struct 9 page tables

'T 9—11 mapping
¢

Ym_area_struct )4—
¥ym_start ym mm
mm_struct

pod page tables

anonymous memory region

anonymous memaory region



Reverse mapping for mapped pages

Some libraries, e.qg., libc are
mapped In every process In the

system

Scanning a linked list is prohibitive

Priority search tree for every file

Stored in the I_mmap field of the address space



Data structures

struct mm_ struct p—

struct mm_struct p—#» struct mm_struct | — =>

struct vim_area_struct

mmap,

vimn_next

vm_mm

I

vm_file

L1 struct file

vm_file

+ f_dentry

struct dentry

d_inode

i_dentry

struct inode

i_mapping

1_mma

struct address_space

a_ops

=

P struct vim_area_struct j
————

struct vm_operations_struct

struct address_space_operations

mapping |

| mapping

struct page

struct page




Additional data structures

struct
file

[jstruct vin_area_struct

struct inode

i_mapping

struct
file

i_mapping

struct
address_space

host

i_mmap
i_mmap_nonlinear

T aooin Backing
aPP10g device

mm_struct

mm_struct

mm_struct

Manage vim_area_structs
associated with a file



Priority tree

Process 1 Process 2

” -~

File

7 /1012 730
/7 Ve
// //

Process 3

Figure 4-8: Multiple processes can map identical or
overlapping regions of a file into their virtual address
space.



Queries about the Intervals

IProcess 1I Process 2
Priority search tree (PST) T
A data structure that T
represents a set of
overlapping intervals R T
Fast queries about

Process 3

overlapping intervals

Figure 4-8: Multiple processes can map identical or
overlapping regions of a file into their virtual address
space.



Example

radix size heap
AR

« Which interval contains “5” o1 234 5\ |/

 Start at root (0,5,5) | —— 835
* Found one! | 044
* Descentinto (0,4,4) — iﬁfi?
 Too small, terminate - 123
» Descentinto (2,3,5) o I R O
 Found another one! () (b

* Check (1,2,3) and (2,0,2) but both are negative



Thank you!
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