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First Batch 
Architectures 
1950- 1960

ENIAC 1945



Segmentation: Burroughs B5000 1961



Paging: Atlas 1962 (University of Manchester)



Final 
report of 
the 
Multics 
kernel 
design 
project 

1977



Numerous isolation projects



Numerous hardware projects
From SAMUEL 
JERO et al. TAG: 
Tagged 
Architecture 
Guide. ACM 
Computing 
Surveys, 2022
 



Yet for a while we only had segmentation and 
paging
• Hardware isolation primitives

• Segmentation (46 cycles)
• Jochen Liedtke. Improved address-space switching on Pentium processors by 

transparently multiplexing user address spaces. Technical Report, 1995 
• Deprecated when x86 moved to 64bits

• Page tables (806 cycles) 
• https://sel4.systems/About/Performance/

• Network processing frameworks like DPDK spend less than 100 
cycles per packet 



Renewed interest in hardware support for 
isolation
• Memory Protection Keys (MPK)
• Extended Page-Table (EPT) switching with VM functions (VMFUNC)
• Memory Tagging Extension (MTE) 
• Intel 128-byte sub-page permissions (SPP)
• ARM pointer authentication (PAC) 
• ARM Morello is the first silicon implementation of the CHERI 

capability model
• More…



Are we doing this right?



Design Principles

• Low-overhead enforcement
• 1-2%

• Fast switching of isolation boundary
• Ideally close to a function call
• Cannot afford privilege level switch

• Zero-copy passing of data
• ``Move'' semantics and revocation



Isolation model



https://www.usenix.org/legacy/publications/library/proceedings/sf94/full_papers/ford.pdf

https://www.usenix.org/legacy/publications/library/proceedings/sf94/full_papers/ford.pdf


Modern Isolation Primitives



https://mars-research.github.io/doc/2024-atc-hw-isolation.pdf

https://mars-research.github.io/doc/2024-atc-hw-isolation.pdf


Detour: Software Fault Isolation



https://static.googleusercontent.com/media/research.google.com/en//pubs/archive/34913.pdf

https://static.googleusercontent.com/media/research.google.com/en/pubs/archive/34913.pdf


upper bits lower bits (0 ~ 4GB)

mov eax, eax

rax

0000...0000 lower bits (0 ~ 4GB)
rax

segment 0x0

mov rax, [rax + r15]

r15

segment lower bits (0 ~ 4GB)
target address

Short primer on SFI (x86 NaCl, Wasm)

1 ; load value at [rax] to rcx 
2 mov eax, eax ; eax contains 0-4GB 
3 mov rcx, [r15, rax, 1] ;memory access within [r15 + 0-4GB] 



bfi x10, x28, #32, #32 

x10

ldr x10, [x10]

upper bits lower bits (0 ~ 4GB)
x10

segment
x28

segment lower bits (0 ~ 4GB)

SFI on ARM



Intel MPK



Isolation with MPK

address

Heap

Subsystem A Subsystem B

address

PKRU = PKEYBlue || PKEYOrange



Isolation with MPK

address

Heap

Subsystem A Subsystem B

address

PKRU = PKEYGreen



Isolation with MPK

Heap

Subsystem A Subsystem B

address

PKRU = PKEYGreen || PKEYOrange

address



ARM Memory Tagging Extensions (MTE)

tag address tag
tag
tag

tag

…

Permission table
(main memory)

Pointer

tag

…

Each tag controls 
a 16 byte region



address
x10 x28

tag

bfi x10, x28, #56, #4 

tag address
x10

ldr x10, [x10]

Memory access is MTE protected

Isolation 
with MTE



ARM Pointer Authentication (PAC)
address

x10

address
x10

pac

pacia x10, context

address
x10

pac

autcia x12, context

success fail

SIGILLaddress



Isolation with PAC

addresspac

Heap

Subsystem A Subsystem B

addresspac



Isolation with PAC

Heap

Subsystem A Subsystem B

addresspac

addresspac



size base address
x10

Metadata table

random ctx

size base address + offset
x11

pac

size base address
x10

pac

pacia x10, random ctx

size base address
x12

pac

x12 = x11 >> size << 
size

autcia x12, random ctx

base address + offset
x13

success fail

SIGILLARM PAC



ARM Morello CHERI Capabilities

• Morello pointers

address

128 bits

bounds



Isolation with Morello

addressbounds

Heap

Subsystem A Subsystem B

addressbounds



Isolation with Morello

addressbounds

Heap

Subsystem A Subsystem B

addressbounds

addressbounds

Can we make sure that A cannot access the object any more?



cap_A

Address space

Hashtable

capstr c10,[addr] cap_A

Insert(cap_A, addr)

(cap_A, addr)

domain

Revocation



Performance



Performance
Overhead of Enforcement



 

   

 

   

 

   

 

   

 

 
  

  
 
 
 
 
  
 
  

 
   
 
 
  
 
  

          

SPEC 2006 and 2017 on ARM
Average overhead 

18%



 

   

 

   

 

   

 

   

 

 
  

  
 
 
 
 
  
 
  

 
   
 
 
  
 
  

          

SPEC 2006 and 2017 on ARM
Average overhead 

20%



 

   

 

   

 

   

 

   

 

 
  

  
 
 
 
 
  
 
  

 
   
 
 
  
 
  

          

SPEC 2006 and 2017 on ARM
Average overhead is 

over 100%



 

   

 

   

 

   

 
  

  
 
 
 
 
  
 
  

 
   
 
 
  
 
  

            

SPEC 2006 and 2017 on x86 Average overhead is 
0.4%



 

   

 

   

 

   

 
  

  
 
 
 
 
  
 
  

 
   
 
 
  
 
  

            

SPEC 2006 and 2017 on x86 Average overhead is 
17.4%



What are the reasons?

• Software SFI scheme
• Similar to Google NaCl

• Instruction bundling
• Software enforcement of bounds



 

 

  

  

  

  

  

 
 
 
  
 
 
 
  

  
 
  

 
  
 
 
 
  
 
  

           

                   

                       

SPEC 2006 Performance Breakdown on x86



 

 

  

  

  

  

  

 
 
 
  
 
 
 
  

  
 
  

 
  
 
 
 
  
 
  

           

                   

                       

SPEC 2006 Performance Breakdown on x86



 

 

  

  

  

  

  

 
 
 
  
 
 
 
  

  
 
  

 
  
 
 
 
  
 
  

           

                   

                       

SPEC 2006 Performance Breakdown on x86



Observation

• MTE + CET is the only scheme with low overhead
• Isolation schemes are inherently limited by the overhead of 

software instrumentation
• Even a single instruction that enforces an MTE tag adds prohibitive 

overhead
• It’s on the critical path of the pipeline



Possible solutions

• x86 hardware support for segment enforcement
• gs trick on x86 (Segue[1]) 

[1] Shravan Narayan et al. Segue and colorguard: Optimizing SFI performance and scalability on modern x86. In 
Proceedings of Workshop on Programming Languages and Analysis for Security (PLAS), 2022. 



upper bits lower bits (0 ~ 4GB)

mov rax, gs:[eax]

rax

segment base

gs

Accessed address is segment + 0 ~ 4GB

segment base lower bits (0 ~ 4GB)
target address

1 ; load value at [rax + rbx] to rcx 
2 mov rcx, gs:[eax, ebx, 1] ;memory access within [gs + 0-8GB] 



 

   

 

   

 

   

 
  

  
 
 
 
 
  
 
  

 
   
 
 
  
 
  

            

SPEC 2006 and 2017 on x86 Average overhead is 
4%



Possible solutions

• ARM MTE
• Protected hardware register that holds the tag
• Simulated: 2% overhead on SPEC (CFI enforcement and reservation of 

one register)



Performance
Cross-Subsystem Invocations



 

  

   

   

   

   

   

            

 
 
 
  
 
  
 
  
 
  
 
 
  
 

            

            

             

             

                

          

Cross-
subsystem 
invocations

Ideal on x86: 20-22 
cycles



 

  

   

   

   

   

   

            

 
 
 
  
 
  
 
  
 
  
 
 
  
 

            

            

             

             

                

          

Cross-
subsystem 
invocations

Ideal on ARM (Pixel 
8): 12-14 cycles



 

  

   

   

   

   

   

            

 
 
 
  
 
  
 
  
 
  
 
 
  
 

            

            

             

             

                

          

Cross-
subsystem 
invocations

Ideal on Morello: 40 
cycles



 

  

   

   

   

   

   

            

 
 
 
  
 
  
 
  
 
  
 
 
  
 

            

            

             

             

                

          

Cross-
subsystem 
invocations

Morello switch to 
executive mode: 50-

120 cycles



 

  

   

   

   

   

   

            

 
 
 
  
 
  
 
  
 
  
 
 
  
 

            

            

             

             

                

          

Cross-
subsystem 
invocations

MPK: 250 cycles



Observation

•We are far from an ``ideal’’ cost of function invocation

•Most overhead
• The cost of changing the hardware isolation boundary 
• The cost of saving and restoring general and extended 

registers
• 137 cycles on x86

• 40 cycles on Morello

• 14 cycles on ARM (good!)



Performance
Passing data (zero copy)



 

  

    

      

        

                 

 
 
 
  
 
  
 
  
 
  
 
 
  
 

                          

       

          

          

       

       

                   

                

Passing data

Resigning a pointer 
with PAC: several 

cycles



 

  

    

      

        

                 

 
 
 
  
 
  
 
  
 
  
 
 
  
 

                          

       

          

          

       

       

                   

                

Passing data

Updating PKRU 
register: 9 cycles



 

  

    

      

        

                 

 
 
 
  
 
  
 
  
 
  
 
 
  
 

                          

       

          

          

       

       

                   

                

Passing data

Passing a CHERI 
capability: 59 cycles



 

  

    

      

        

                 

 
 
 
  
 
  
 
  
 
  
 
 
  
 

                          

       

          

          

       

       

                   

                

Passing data
Memory copy x86



 

  

    

      

        

                 

 
 
 
  
 
  
 
  
 
  
 
 
  
 

                          

       

          

          

       

       

                   

                

Passing data
Memory copy ARM



 

  

    

      

        

                 

 
 
 
  
 
  
 
  
 
  
 
 
  
 

                          

       

          

          

       

       

                   

                

Passing data MTE memory 
retagging



Observations

• CHERI, MTE, PAC and MPK support zero copy

• Limitations
• MPK: restricted programming model limited to a single core

• Synchronization across cores requires TLB-shootdown-like scheme

• MTE is surprisingly slow (as slow as memory copy) 



Design principle

Core-coherent synchronization of rights Hardware should 
support synchronization of access permissions across all cores of 
the system 

Critical for implementing general programming model



Possible solution

• MPK
• Unprivileged instructions to update tags in the page table
• Core-coherent TLBs (tried in the past, probably can work again)



Observation

• Tagged architectures (MPK and MTE) are limited with the 
number of isolated subsystems: 15 for MPK and MTE



Design principle

Practically large number of isolated subsystems Hardware 
should implement a practically large number of isolation domains



Possible solutions

• MPK
• Requires update to the page table structure – challenging

• MTE
• Can use 8 available bits of the pointer
• 256 isolated subsystems



Performance
Revocation



 

  

    

      

        

                 

 
 
 
  
 
  
 
  
 
  
 
 
  
 

                          

       

          

          

       

       

                   

                

Overhead of revocation Revocation: 129 
cycles vs 59 without



Observation

• MTE is the only scheme that supports revocation in a core-
coherent manner

• MPK, PAC and CHERI are limited to a single core
• Huge limitation!

• CHERI requires expensive instrumentation
• PAC access rights can remain resident in registers

• So maybe PAC can’t actually implement clean revocation



Design principle

Revocation Hardware must support revocation as a first-class 
citizen 

Possible approaches
• MPK

• Core-coherent TLBs

• CHERI
• Proxy capabilities
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