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•27,000,000 LoC
• 40 subsystems
• 8,900 device drivers
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Problem: Security
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Example

• Remote exploit in Linux network firewall
• Arbitrary code execution
• Linux Kernel v 3.0 (June, 2011) – 3.13.6 (March, 2014)
• CVE-2014-2523
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static bool dccp_new (...) {
  struct dccp_header _dh, *dh;
 
- skb_header_pointer(skb, dataoff, sizeof(_dh), &dh);
+ skb_header_pointer(skb, dataoff, sizeof(_dh), &_dh);
};

Stack smash

Correct



Large fraction of CVEs are in drivers
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Anatomy of a kernel exploit
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Exploit
Persistence
Rootkit



In a modern system, an attacker is one kernel 
vulnerability away from gaining complete control 
of the entire machine

• Not going to change
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Can we make our systems 
secure?
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Isolation
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Isolation
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Isolation
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Isolation is effective

• Web browsers
• Mashup web pages
• Application containers

• Example: Google Chrome exploit
• 9 steps
• 6 vulnerabilities
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Isolation is hard

• Commodity kernels are not built for isolation
• Shared memory
• Call/return programming model
• Complex interfaces

• Microkernels tried and failed
• Massive engineering effort
• Performance issues
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Our goal: decomposed kernel

• Strongly isolated environment
• Explicit access control for each resource
• Reuse of unmodified code
• Fast
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Key Problems

• Performance
• Semantic complexity of isolating subsystems
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Performance

• Historically context switches are expensive: 
• 814 cycles for a cross-subsystem invocation on Intel CPUs1 It takes 

roughly 2000 cycles to send a network packet on Linux
• 100 cycles on DPDK 

• Recent hardware and software primitives: 
• Intel Memory Protection Keys (MPKs)
• ARM Memory Tagging Extensions (MTE)
• ARM Pointer Authentication (PAC)
• CHERI Morello
• Rust 



• Strong component part of the call graph of the Linux kernel2 

• Roughly 0.1% of 453K nodes in 3.7.10 kernel
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Commodity OS: Shared Object Space



LXFI: Software fault isolation





LXFI



Performance

• UDP traffic saturates CPU



• Annotations are complex
• They are hard to do by hand
• Not sure they always work for data 

structures like spinlock



LXDs and LVDs: Hardware 
isolation



Commodity OS: Shared Object Space



LCDs: Isolated object spaces



Lightweight capability domains
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Driver isolation architecture
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• Separate memory space



Driver isolation architecture
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• Separate memory space

• Two copies of object 
hierarchies



Driver isolation architecture
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• Separate memory space

• Two copies of object hierarchies

• Keep them synchronized



Driver isolation architecture

• Glue code

• Marshal/unmarshal params

• Interface definition language 
(IDL) spec

• Generated with IDL compiler
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• Separate memory space

• Two copies of object hierarchies

• Keep them synchronized



• Represents a network packet 
• Has 66 fields (5 pointers)
• 3,132 fields (1,214 pointers) are recursively 

reachable
• But only a small subset is accessed by both 

kernel and driver (shared)
• 8 shared fields for this API

Semantic complexity
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netdev_tx_t
ixgbe_xmit_frame(struct sk_buff *skb, …)



IDL example
Ixgbe network driver

module ixgbe {
rpc int ndo_start_xmit(projection net_device *dev, projection sk_buff *skb) {
   projection <struct net_device> dev {
     ...
   };
   projection <struct sk_buff> skb {
      void *data;
      u32 len;

 ...
   };
}

}
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Lightweight 
eXecution Domains 
(LXDs)
USENIX ATC’19

3
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Vikram Narayanan, Abhiram Balasubramanian, Charlie Jacobsen, Sarah Spall, Scotty Bauer, Michael Quigley, Aftab Hussain et al.
"LXDs: Towards Isolation of Kernel Subsystems.” In USENIX Annual Technical Conference, pp. 269-284. 2019.



• Asynchronous call/reply 
mechanism
• Caller/callee occupies two 

different cores
• Leverage cache-coherence 

between cores to pass 
messages

• Cross-core IPC (~380 cycles)

LXDs: Isolation 
boundary
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Vikram Narayanan, Abhiram Balasubramanian, Charlie Jacobsen, Sarah Spall, Scott Bauer, Michael Quigley, Aftab Hussain et al. "{LXDs}: Towards Isolation of Kernel Subsystems." In 2019 USENIX Annual Technical 
Conference (USENIX ATC 19), pp. 269-284. 2019.



• Single thread, isolated is 
12% faster
• Benefit of burning one 

additional core

• For 2-6 application threads
• Within 6-13% of the native 

performance

Ixgbe performance 
benchmark - Tx Bandwidth
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Limitations

• Asynchronous execution model is cumbersome
• Hard to debug

• Critical sections, error handling, etc.
• Burn more cores
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Lightweight 
Virtualization 
Domains (LVDs)
VEE’20
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Vikram Narayanan, Yongzhe Huang, Gang Tan, Trent Jaeger, and Anton Burtsev. "Lightweight kernel isolation with virtualization and vm function s.”
In Proceedings of the 16th ACM SIGPLAN/SIGOPS International Conference on Virtual Execution Environments, pp. 157-171. 2020.



• Switch from one extended 
page table (EPT) to another

• List of pre-configured EPTP 
pointers

• Low-overhead (~400 cycles) 

VM Functions
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Architecture
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Hypervisor

ixgbe_xmit_frame () {
queue_packet();

}

Ixgbe network driver

EPTkernel

User process

EPTisolated

ixgbe_xmit_frame () {
queue_packet();

}

Unmodified Ixgbe driver

Glue code

vmfunc_dispatch (*msg) {
case NDO_START_XMIT:

ixgbe_xmit_frame(…); 
}

Ixgbe stub driver

ndo_start_xmit () {
vmfunc_send(msg);

}

vmfunc
…
vmfunc

VMFUNC Trampoline

Linux kernel

Isolated driver domain

send(socket, buf, …);

x



System Performance
Phoenix Test Suite (PTS)

• 2-5% overhead
• apache, nginx, sys bench 

(2%) 
• dbench (2-5%)
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• Iperf2 benchmarks



KSplit - Static 
analysis for 
decomposition 
OSDI’22
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Yongzhe Huang*, Vikram Narayanan*, David Detweiler, Kaiming Huang, Gang Tan, Trent Jaeger, and Anton Burtsev. "{KSplit}: Automating Device Driver Isolation.” 
In 16th USENIX Symposium on Operating Systems Design and Implementation (OSDI 22), pp. 613-631. 2022.



Manually specifying the IDL for data 
synchronization between domains has 
become the major challenge
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Challenge: Large interface boundary
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Challenge: Low-level kernel/C idioms

• Pointers

• Singleton, array

• Linked list

• Collocated data structures

• Sized and sentinel arrays

• Special pointers (e.g., __user, __iomem)

• Tagged unions

• Return error as ptr (e.g., ERR_PTR)
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• spin/mutex lock

• driver specific lock, e.g., rtnl_lock

• atomic operations, e.g., set_bit

• read-copy update (RCU)

• sequential lock

Challenge: Concurrency primitives
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Challenge: Pointers
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KSplit goals
• Build a set of static analyses to generate the IDL automatically (mostly) to

• Isolate the complete driver
• Identify shared/private data on the large interface boundary

• Ensure each domain has the updated copy of the data structure
• Identify marshaling requirements for the low-level kernel idioms

• Identify atomic regions that access shared data

• Prior work
• Microdrivers (isolated the control plane of the driver)
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KSplit design choices
• Kernel is huge

• Identify the relevant kernel code that the driver interacts with
• Aim to detect all shared data (sound)

• We might classify some private data as shared
• Aim to infer marshaling requirements for low-level idioms

• Provide warning for the cases that we cannot infer

• Aim to infer marshaling requirements for shared critical sections
• Hypothesis: There are not many shared critical sections
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KSplit workflow

• Input: source code of kernel and target isolated driver
• Output: IDL file that specifies the communication interfaces and data synchronization 

requirements
55



Program Dependence Graph

• PDG: represents program dependencies
• inter-procedural pointer alias relations
• field-sensitive
• data dependencies
• control dependencies/flow
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Shen Liu, Gang Tan, and Trent Jaeger. "PtrSplit: Supporting general pointers in automatic program partitioning." In Proceedin gs of the 2017 ACM SIGSAC Conference on Computer and Communications Security, 
pp. 2359-2371. 2017.



Did we solve the problem?





Out-of-bounds accesses



Pointer aliases



Lifetimes



Thank you!
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